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Aspire is WAPHA's online supplier platform used for activities such 

as tendering, supplier management, contracts, invoicing and 

payments.  

Multi-Factor Authentication (MFA) is an additional security step 

used when signing in to the Aspire Portal.

MFA helps protect your account by requiring two forms of 

verification:

1. Something you know – your username and password

2. Something you have – a verification code sent to you

This additional step helps prevent unauthorised access to your 

account, even if your password becomes known to someone else.

MFA is widely used by banks, government agencies, and online 

services to improve security and help protect personal and 

business information.

Aspire Portal & MFA

What is MFA?

3



If you have not previously configured MFA, you will be prompted 

to complete a one-time setup process when you next sign in.

Each time you sign in to the Aspire Supplier Portal, you will be 

required to verify your identity using an additional authentication 

method after entering your username and password.

This additional security step helps protect your account and 

organisational information from unauthorised access.

You can choose to receive verification codes via:

• Mobile App

• Phone Number (SMS)*

• Email

Once configured, MFA will be used to verify your identity when 

required.

* Note: The Phone Number option will only appear if a mobile phone number is recorded in your 

user account in Aspire.

New MFA process

What to expect when you log in?
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MFA methods available

• A verification code is sent to the email 

address associated with the user 

account.

• Users enter the code received via email 

to complete the sign-in process.

• This option is the simplest and suitable 

for users who have reliable access to 

their registered email account.

• Users can verify their identity using an 

authentication app installed on their 

mobile device.

• Any compatible authenticator 

application can be used (for example, 

Microsoft Authenticator, Google 

Authenticator, or similar apps).

• The authenticator app must be 

installed and configured on the 

mobile device before it can be used

for MFA.

• During setup, users will link their 

account to the authenticator app by 

following the on-screen instructions, 

typically by scanning a QR code.

• A verification code is sent via text 

message (SMS) to the mobile phone 

number recorded in the user account.

• This option will only be available if a 

mobile phone number has already 

been recorded against the user's 

account.

• If the option is not visible and the user 

wishes to use SMS verification, they 

should contact Procurement Support 

to have their mobile number added or 

updated.

Verify via Email Verify via Phone Number Verify via Mobile App     
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New login process
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Users only need to set up their chosen MFA verification method 

once*. 

After setup, each sign-in to the Aspire Portal will require two 

steps:

1. Enter username and password.

2. Complete MFA verification using the selected method (Email, 

SMS, or Authenticator App).

This additional verification step helps protect user accounts and 

supplier information, even if a password is compromised.

* For each user account

1
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MFA 
Configuration
Step-by-Step Overview



Detailed configuration instructions

1. Sign in to Aspire using your existing 

username and password.

2. Select email as your authentication 

method. 

3. A verification code will be sent to 

your email. 

4. Enter the code when prompted.

5. MFA setup is complete. 

1. Install an Authenticator App such as Microsoft 

Authenticator or Google Authenticator. 

2. Sign in to Aspire using your username and 

password. 

3. Select mobile app as your authentication 

method.

4. The screen will display a QR code.

5. Click to toggle on “Use Offline Mode or another 

Authenticator App”.

6. Open the Authenticator app on your mobile 

phone.

7. Select add account and choose the account type 

if prompted.

8. Use your phone’s camera to scan the QR code 

shown on Aspire.

9. The Authenticator app will display a verification 

code on your phone.

10. Enter the code when prompted & click Verify.

11. MFA setup is complete.

1. Sign in to Aspire using your username 

and password.

2. Select phone number as your 

authentication method. 

3. A verification code will be sent to 

your phone via SMS.

4. Enter the code when prompted.

5. MFA setup is complete.

Verify via Email Verify via Phone number Verify via Mobile App
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Information for users with multiple accounts

Some providers currently access Aspire using usernames rather 

than email addresses, particularly where multiple user accounts 

exist. 

If you have multiple Aspire accounts.

Each Aspire account is treated as a separate user profile. This 

means:

• MFA must be configured for each account individually.

• The same email address or mobile phone number can 

typically be used for multiple accounts, subject to system 

configuration.

• You may be prompted to complete MFA setup separately 

when signing into different accounts. 

If your Aspire login uses a username (for example, 

jsmith_provider) rather than an email address: 

• You can continue to use your existing username to sign in. 

• MFA verification will be linked to the email address or phone 

number recorded against your account during setup. 

• Your username itself does not need to change. 

Recommended Approach 

If you have multiple Aspire accounts linked to different supplier 

organisations, we recommend: 

• Using the same business email address for MFA where 

appropriate. 

• Keeping your mobile number and email address up to date. 

• Contacting us if you are unsure which account you should 

use. 

Multiple accounts Using a username Instead of an email address
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MFA 
Configuration
Visual Overview



Method 1: Verify via Email

1. Sign in using your existing username and password 2. Select Email as the method
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3. Access and enter the verification code 4. MFA set up is complete, click Continue



Method 1: Verify via Phone Number

1. Sign in using your existing 

username and password

2. Select Phone Number as the method
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3. Send verification to registered number 4. Access and enter the verification code 5. MFA set up is complete, click Continue



4. MFA set up is complete, click Continue

Method 1: Verify via Mobile App

1. Sign in using your existing 

username and password
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2. Select Mobile App as the method

3. Follow the on-screen instructions, enter 

the verification code and click Verify Download and install your preferred 

Authenticator App, such as Microsoft 

Authenticator or Google Authenticator.

To use an alternative Authenticator App as per 

above, ensure the ‘Use Offline Mode or 

another Authenticator App.’ toggle is turned 

on (blue), as per Step 2 in the image on the 

left.



Support
If you experience any difficulties setting up MFA or accessing the Aspire 

Supplier Portal, please contact procurementsupport@wapha.org.au

mailto:procurementsupport@wapha.org.au
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